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Introduction
The following report depicts the work employed in the research of the Hill Cipher encryption/decryption algorithm. But before any explanation regarding this subject is made, we must first step back a little to explain the foundations of this algorithm, which is in the field of Cryptography.
What is Cryptography?
It is the practice and study of techniques for secure communication in the presence of third parties (called adversaries). More generally, it is about constructing and analyzing protocols that overcome the influence of adversaries and which are related to various aspects in information security such as data confidentiality, data integrity, and authentication. One of the algorithms inside of the field of study is the Hill Cipher.
The Hill Cipher
Invented by Lester S. Hill in 1929, it was the first polygraphic cipher in which it was practical (though barely) to operate on more than three symbols at once. As stated before, the Hill Cipher is an encryption algorithm that uses polygraphic substitution ciphers based on linear algebra concepts. Each letter is encoded as a number. In the case of the English alphabet, letters are usually represented by the following scheme: A =0, B=1, C=2 … Z=25. The message that is to be encrypted/decrypted will be held in a block of n letters and multiplied by a square matrix using modulo of the amount of letters in the alphabet in use. In this research project, the main goal is to recreate this cipher using the values of the ASCII table. Since the Hill Cipher works by assigning a numeric value to the characters that are to be used, using the ASCII table seems like a perfect fit for this application.
What is Polygraphic Substitution?
In a polygraphic substitution cipher, plaintext letters are substituted in large groups, instead of substituting letters individually. Some examples of this type of substitutions are the FourSquare Cipher, the Playfair Cipher and of course, the Hill Cipher.
The Advantages of the Polygraphyc Substitution instead of individual substitution is that its frequency distribution is much flatter than that of individual characters, though not completely flat in real languages; for example in the English language, "TH" is much more common than "XQ". Also the larger number of symbols requires correspondingly more ciphertext to productively analyze letter frequencies.
The Hill Cipher Encryption Process
Each letter is first encoded as a number. The most common scheme used being:
Then, the message that is to be encrypted will be held in a block of n letters considered as a vector of n dimensions. It will then be multiplied by an n x n matrix known as the key matrix. Then the result will be converted with modulo 26 (in this case, since the alphabet has 26 letters). This will yield the cipher text.
Mathematical Process
Given the plain text message: "paymoremoney"
Encoding to the message to numbers yields:
Then for example using the key:
We'll want to get the cipher text which the formula is:
Then since the key is a 3×3 matrix, then we can use the first three letters of the message and multiply them by the key matrix like so:
Repeating this process with obtain that the encrypted string is: or in numbers
The Hill Cipher Decryption Process
To decrypt, we hold the cipher text in a vector of n dimensions, like we did with the plain text. Then we multiply by the inverse of the key matrix. This in reality is not a regular inverse matrix. It is heavily dependant in the modulo being used. Then we will convert the resultant matrix with modulo 26. This yields the original message again.
Mathematical Process
Given the cipher text in numerical value:
We want to obtain the plain text which is:
But we need to get the inverse of the key matrix. This process has some differences to the normal means of getting a matrix inverse. With the key we do the adjoint of each element and then transpose it and we obtain:
Now what is different is the way the determinant is computed, we have that normally our determinant would be:
But the Hill Cipher uses a modulo so the real determinant would have to be converted with modulo 26, to obtain its correct values, hence we have:
Or simply:
Then the multiplicative inverse of the determinant must be computed which yields:
Because the modulo of the product between the determinant and the multiplicative inverse yields 1
Then we multiply the adjoint matrix by the multiplicative inverse with the modulo and we obtain the inverse of the key matrix:
And now is just a simple mean of multiplying the cipher text vectors with the inverse key matrix.
Which ends up giving us our original message "paymoremoney".
Work with the Hill Cipher
The project consists of using the Hill Cipher but instead of using the English alphabet which consists of 26 characters, the ASCII chart will be used which consists of 128 characters. These include upper case letters, lower case letters numbers and special characters. This will increase the complexity of the encryption/decryption process. Ultimately the goal is to be able to encrypt and decrypt a large document which has ASCII-only characters.
For this test the following document has been used: I have a high sense of duty for my country and I wish to aid it and not be part of its problem. I want to be able to work on something that brings progress to this country, that means something, that helps mankind, not only myself. But for that I have the need to keep on learning as much as I can, so my knowledge is used for the greater good. Receiving the support that this fellowship provides may very well help me pay for some of the costs of my studies so that I may be able to accomplish them. This fellowship may as well bring me the opportunity to start my thesis research since I am supposed to work for 20 hours per week if I am selected, and the opportunity to participate in a summer internship, something I have yet to do, but have been really interested in doing. Also this research would give me more work experience which is something I am looking for. Obtaining this fellowship would help me to some extent load off some of the costs that my studies are placing me. If I were to receive this fellowship, it would motivate me because I would mean that someone feels that I have what it takes, that believes in me, that thinks I can make a difference. When I graduated from my Bachelor's degree of Science in Computer Engineering I ended up with a 3.39 Grade Point Average (GPA) out of a 4.0 scale which gave me the honor of being Cum Laude undergraduate student, it is certainly not the best, and I know that but I want to improve upon it and better myself along the way. I know that I can succeed and shape a better future not only for myself, but for those around me. Thank you for your time, attention and consideration.
This document is saved in a ".txt" file the it is stored in the root of the project, the program will access it alongside the key file. In this example the key file is: As we can see the message is completely unreadable, it may even appear as if this is not a ".txt" file, the only way to obtain the message again is if we have the proper key that has to be inversed and converted like the process showed. As to not be redundant the decrypted message will not be displayed here, since it is exactly the same as the original message, the program that has been annexed alongside this document can be used to test the feature, the decrypted message can be found on "DecryptedFile.txt".
Screen Captures
Here there are a few screenshots of the terminal window of the program displaying the encrypted and decrypted messages: 
